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Penalties for Violating U.S. Trade
Laws Are Significant!
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Which U.S. Laws & Government Departments
Regulate Trade?
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Three Main Export Control ™
Regulators

U U.S. Department of the Treasury
AOffice of Foreign Asse

U U.S. Department of State
ADirectorate of Defense

U U.S. Department of Commerce
ABureau of Industry and
ABureau of the Census (
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U.S. Trade Laws Affect:

Imports and exports =7 = —
Military production & sales \G%
Commercial production & sales

Technology exchanges & transfers
A Product demonstrations, test results, specs, manuals,
etc
Financial transactions

Domestic & international operations
A Including foreign travel

: : S = o
Joint venture operations %—
Relationships with customers, distributors,

& agents \
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EXPORT CONTROLS

U  Two separate regimes administered by
two separate agencies:

ABIS
ADDTC

iU But first éée
AWhatis an export anyway?
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An AEXporto

U Sending or taking an item or defense article out of the
United States

U Delivery of a defense article to a foreign governmiertte
United States

U Releasing or disclosing technology or technical data to
foreign persons whether in the United States or abroad
ASometi mes referred to as a fidee
A Includes providing technical assistance

U Performing a defense service on behalf of, or for the benefit
of a foreign person, whether in the United States or abroad
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NDeemed EXportsc

U Any release of technology or technical data to a
foreign national anywhere in the world (includiimg
the United Statggs an export!

A For BIS purposes, country of latest citizenship or
permanent residence governs

A For DDTC purposesll countries of citizenship or
permanent residence must be considered

U Foreign nationalglo notinclude:
A Permanent residents of the United Stéites , figr e en

holders)
AU.S. citizens who are fdAdual
(e.g, U.S./U.K))

A Certain categories of asylum seekers
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(con)t 6d
U Release occurs when technology or technical
data Is:

AMade available for visual inspectidrblueprints,
specs, manualstc

AExchanged orally or in writing (including by fax or
e-mail); or

AMade available by practice or applicati@ng,
while performing services)

U Export reform initiative will address the
deemed export issue
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Defense Security & Export Controls

U Technology or technical data may be export

controlled even 1 f 1t I
A Additional rules apply to release of classified
iInformation

UOt her contract specifioc
may be imposed by the Department of Defense or
other U.S. Government customers
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Defense Trade Controls
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U DDTC administers:
AExport Control Act (AAEC

Al nternational Traffic in

U Regulate the manufacture and export of defense
articles, services and technical data
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Exclusive Jurisdiction of DDTC

UnCommodi ty Juri sdiiBDTCo n

decides which agency has jurisdiction over exports
of particular products

UnDef ens el A rattigles listedson the U.S.
Munitions List (AUSMLO)
mockups or other items that reveal Technical Data)

UNnTechni ¢ drectyDeateato Defense
Articles

UnDef ens el fAreishimg ot Techrucal Data
and assistance related to defense articles to foreign
persons
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Defense Articles

u All articles listed on the USML
A 21 categories

U Defense articles include any specifically
designed or modified components for
defense articles on the USML, as well as
related technical data
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U ITAR A121.1

U Covers 21 categories
A Category {Firearms
A Category lArtillery Projectors
A Category [IlFAmmunition

A Category IMLaunch Vehicles, Guided Missiles, Ballistic
Missiles, Rockets, Torpedoes, Bombs and Mines

A Category VVExplosives, Propellants, Incendiary Agents, and
Their Constituents

A Category V#Vessels of War and Special Naval Equipment
A Category VIFTanks and Military Vehicles

A Category VIIFAircraft, [Spacecraft] and Associated
Equipment

A Category IXMilitary Training Equipment
A Category %Protective Personnel Equipment

USML
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USML
(con)t od

Category XiMilitary [and Space] Electronics

Category XltFire Control, Range Finder, Optical and Guidance and Control Equipment
Category XlIFAuxiliary Military Equipment

Category XI\fToxicological Agents and Equipment and Radiological Equipment
Category X\fSpacecraft Systems and Associated Equipment

Category XVINuclear Weapons Design and Test Equipment

Category XVIIClassified Articles, Technical Data and Defense Services Not Otherwise
Enumerated

Category XVIIHReserved]

Category XIX[Reserved]

Category XXSubmersible Vessels, Oceanographic and Associated Equipment

Category XXtMiscellaneous Articles

U Note: defense articles on the USML denoted with an asterisk (*) are considered Significant
Military Equipment {.e., articles for which special controls are warranted because of their
capacity for substantial military utility or capability)
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Technical Data

U Licenses must be obtained prior to export unless an
exemption is available

U Technical data Is export controlled and must not be
emailed (unencrypted)

u It should be marked with an export control
statement

U Technical data should be protected from
unauthorized access
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Technical Data

(1) Information, other than software as define@120.10(a)(4), which is

required for the design, development, production, manufacture, assembly,
operation, repair, testing, maintenance or modification of defense articles. This
includes information in the form of blueprints, drawings, photographs, plans,
instructions or documentation.

(2) Classified information relating to defense articles and defense services;
(3) Information covered by an invention secrecy order;

(4) Sioftware as defined 81.21.8(f) of this subchapter directly related to defense
articles;

(5) This definition does not include information concerning general scientific,
mathematical or engineering principles commonly taught in schools, colleges
and universities or information in the public domain as defin&l20.11. It

also does not include basic marketing information on function or purpose or
general system descriptions of defense articles.
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Public Domain

(a) Public domaimmeans information which is published and which is generally
accessible or available to the public:

(1) Through sales at newsstands and bookstores;

(2) Through subscriptions which are available without restriction to any
individual who desires to obtain or purchase the published information;

(3) Through second class mailing privileges granted by the U.S. Government;

(4) At libraries open to the public or from which the public can obtain
documents;

(5) Through patents available at any patent office;

(6) Through unlimited distribution at a conference, meeting, seminar, trade show
or exhibition, generally accessible to the public, in the United States;

(7) Through public releasa.g., unlimited distribution) in any form (e.g., not
necessarily in published form) after approval by the cognizant U.S. government
department or agency (see a¥d@5.4(b)(13) of this subchapter);
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U (8) Through fundamental research in science and engineering at accredited
institutions of higher learning in the U.S. where the resulting information is
ordinarily published and shared broadly in the scientific community.
Fundamental research is defined to mean basic and applied research in science
and engineering where the resulting information is ordinarily published and
shared broadly within the scientific community, as distinguished from research
the results of which are restricted for proprietary reasons or specific U.S.
Government access and dissemination controls. University research will not be
considered fundamental research if:

U (i) The University or its researchers accept other restrictions on publication of
scientific and technical information resulting from the project or activity, or

U (il) The research is funded by the U.S. Government and specific access and
dissemination controls protecting information resulting from the research are
applicable.
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Defense Services

U Must be preauthorized by DDTC

U Defense services consist of:

A (1) The furnishing of assistance (including training) to foreign persons,
whether in the United States or abroad in the design, development,
engineering, manufacture, production, assembly, testing, repair,
maintenance, modification, operation, demilitarization, destruction,
processing or use of defense articles;

A (2) The furnishing to foreign persons of any technical data controlled under
this subchapter (s€120.10), whether in the United States or abroad; or

A (3) Military training of foreign units and forces, regular and irregular,
including formal or informal instruction of foreign persons in the United
States or abroad or by correspondence courses, technical, educational, or
information publications and media of all kinds, training aid, orientation,
training exercise, and military advice. (See &%24.1.)
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///\ DDTC Registration Requirements:
~ Manufacturers and Exporters

U Registration with DDTC is required for manufacturers, exporters and
brokers of defense articles (including items on the U.S. Munitions List
(AUSMLO)) & defense service pr o

U Annual fee of $2250 or more depending upon level of licensing activity

Many prime contractors now require certification of registration by
subcontractors
U Changes in information contained on Statement of Registration must b

reported promptly to DDTCe(g., changes in company name, address,
officers or directors, ownershiptc)
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DDTC Registration Requirements:
Brokers

U Registration with DDTC is required for persons who engage in
brokering activities related to defense articles or defense services.

U Registration requirement applies to both U.S. and foreign
persons.

UnNBrokering activitieso means ¢
negotiating contracts, purchases, sales or transfers of defense
articles or defense services in return for a fee, commission or
other consideration.

U International agents representidgs. exporters or manufacturers
may be required to register.

A Limiting role of agents to commercial business opportunities
would eliminate broker registration requirement.
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DDTC Export License Requirements

U Licenses are required for the export of defense articles, defense services
or technical data to foreign customers, -@13ers, and vendors

U Defense services may occur even when items supplied are not USML

U Foreign national employees need export licenses as well as immigration
visas

U Offshore procurement must be licensed even if information involved is
public domain (ITARAL24.1(a))
A Technical Assistance Agreement (TAA)

A Manufacturing License Agreement (MLA)
A Only when manufacturing knowow is transferred
ADSR5 for Abuild to printo

A Only if conditions of ITARA124.13 are strictly observed
U Plan ahead!
A Average processing time is 15 days
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Restrictions on ITAR Controlled Programs

U Some destinations are afnits!

A Countries subject to U.S. trade embargesas,(Burma, Cuba, Iran,
Sudan, Syriaetc)

A China
A Other countries embargoed for foreign policy or national security
reasonsgeelTAR Al26.1)
0 Some companies and individuals areloffits!
A Nationals of countries that are diffnits
A Debarred companies and individuals
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Criminal

BLANK‘

U Fines of up to $1,000,000 per violation
u 10 years in prison
u Fines & imprisonment

Civil
U Fines of up to $500,000 per violation

u Detention, seizure or forfeiture of vessels and shipments

U Debarment (prohibition from participating in the export of
defense articles, services or technical data)
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